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1 Purpose
This Information Note is intended to inform EJN external users about:
e The general purposes and features of Eurojust web mail application
e The process used to grant Eurojust webmail account to an external user.
e How EJN external users can use Eurojust webmail, i.e. a short user manual.

e How EJN external users will be supported in solving technical issues raised
using Eurojust webmail.

1.1 Introduction

In order to enhance co-operation on criminal justice cases, Eurojust has developed a
secure technical environment to process and transmit operational information and
data.

A secure e-mail connection allows member of the EJN to safely transmit information
classified up to and including a level equivalent to EUROJUST RESTRICTED, as
described below.

Exchange of Information

The Eurojust web mail application allows exchange of operational information between
Eurojust and individuals working for national authorities involved in Eurojust
investigations and activities against serious organised crime.

Information can be exchanged with a security level equivalent to Restricted.
Information which carries a higher security rating should not be exchanged by
Eurojust webmail, but by more secure means, e.g. a paper copy handled by a trusted
courier. A comprehensive summary of the different national security classifications
and their mapping to the EUROJUST security levels is provided in Annex B.

Security benefits

The e-mail exchange via Eurojust web mail application is protected by Secure Socket
Layer (SSL) cryptographic protocol. Using SSL ensures the privacy of information
being transferred through a process called encryption. Encryption is a procedure
whereby information is converted into an unintelligible code that is decoded only upon
arrival at the authorized destination. This will make sure that the information is being
transferred via the internet in a secure way.

Technical requirements

To be able to connect to the Eurojust web mail application, a user must have
e a computer with a working Internet connection and

e an Internet browser supporting 128 bit cipher strength, e.g. Internet
Explorer version 6 Service Pack 1

Cost

The connection is free of cost for the external users connecting to Eurojust web mail
application, assuming the user already complies with above technical requirements.

1.2 Definitions

External Users: people that do not hold a post in Eurojust and who are always
working outside the Eurojust site.
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Information classified at EUROJUST RESTRICTED: this level of classification is
defined in the Eurojust Security Rules as follows: “this classification shall be applied to
information and material the unauthorised disclosure of which could be
disadvantageous to the interests of Eurojust, of the European Union, or of one or
more of its Member States”.

The Annex B provides a comparative table of Eurojust, Europol, WEU and Member
States security grading as well as practical guidance about the classification of
information at EUROJUST RESTRICTED.

1.3 Revision History

Date Version | By | Description

24/03/2009 | 1.0 0SS | Initial version for EJN External users

2 Authorizing Eurojust webmail to external users

Only the EJN secretariat can authorize a Eurojust mail account for an EIJN external
user.

The EIJN secretariat will be responsible for maintaining the list of external users
requested and providing updates (contact details etc) to Eurojust ICT User Support.
The latter will be responsible for:

¢ Creating and maintaining the web mail accounts.

e Providing second level support if asked for by a Local Help Desk.

2.1 Account Creation
The following process will be followed to create a web mail account:

1. The EJN secretariat will make available a account request Form to the person
who requests the secure connection.

http://dmsfe/livelinklogin/livelink.exe/overview/8701155

2. The external user fills in Section 1, 2 and 3 of the Form electronically. In
Section 3, Password Half, please note that the temporary password to be used
for the first login will be created by joining two halves, one created by the user
themselves, the other by Eurojust ICT User Support. Both halves will be 4
characters log and will be combined to create one password 8 characters long.

3. The external user:

a. chooses the first half and memorises it. Note that password is case
sensitive and letters o (oscar) and | (lima) should be avoided to exclude
mixing up with number zero and letter I (india).

b. types the first password half in section 3.

4. The external user prints the form, and then Section 4 is filled in and signed by
the external user.

5. The external user e-mails, posts or faxes the Form to the EIJN Secretariat.
6. The EJN Secretariat reviews the received form and signs it to confirm :

a. that the contact details where ICT User Support can send the account
details, including the second half of the password are correct.
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b. the request of account creation.

7. When signed by the responsible person designated by the EJN Secretariat (i.e.
EJN secretary) the form is sent on to ICT User Support.

8. The ICT User Support officer creates the account. The Remedy ticket is then
assigned to an Application Manager who will then add the external user to an
appropriate External User Group.

9. The ICT User Support officer e-mails to the “normal” office e-mail :
a. the Internet address of the login page of Eurojust email;
b. the user name;
c. the second half of the temporary password.

10. After sending the e-mail to the external user noted on Section 2 of the form,
the ICT User Support officer forwards a copy of the completed form to the EJN
Secretariat.

11. Upon receipt of the envelope, the user can login:

a. User connects to the internet address of Eurojust email, contained in the
envelope;

b. User inputs the user name contained in the envelope;

c. User inputs the temporary password, by typing the first half personally
chosen and then the second half contained in the envelope (the two
halves are combined to make up one word, without no space in
between).

12. Upon the first successful login, the user should choose a new password (details
of how to do this are in Annex B) at least 8 characters long and containing at
least three of the following characters type:

a. upper case letters (capitals),
b. lower case letters,
Cc. numbers,
d. special characters (e.g. *).
13. The original completed form is kept for the files of ICT User Support.

14. After termination of account any copy will be shredded by the Eurojust internal
authorizing body.

15. The original form will be kept by ICT User Support for 5 years after the
expiration or termination of the account.

2.2 Treatment of User Information

1. The personal and emergency contact details in the External User Form are
collected to give ICT User Support basic identity information about the user and
the Eurojust internal authorizing body requesting the account.

2. In accordance with the data protection rules external users will have access
upon request to personal information provided and held by ICT User Support
and the relevant Eurojust internal authorizing body.

3. In accordance with the requirement to hold such data for up to five years after
termination of account, Eurojust ICT User Support will retain such data. The
relevant Eurojust internal authorizing body will purge such data from its records
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immediately following such termination making Eurojust ICT User Support the
sole custodian of personnel related information upon termination of account.

2.3 User Agreement

By signing the “"Agreement” of the External User Form, the external user agrees:

1.

To use the provided Eurojust web mail account only for internal Eurojust
communications (i.e. other EIJN contact points and Eurojust User Support).

. To keep secret and strictly personal the web mail login page address (URL), the

user name and the password.

. To abide to the security rules defined by Eurojust, e.g. password format.

4. To notify their Eurojust internal authorizing body immediately should any

suspicion arise that the login page address, username or password have been
compromised or any attempt has been made to do so.

. To notify the Eurojust internal authorizing body of any changes to the contact

information.

. To access the webmail only by means of a version 5.5 or higher of Microsoft’s

Internet Explorer (IE) browser (it enables 128-bit encryption).

Note: To verify the version of IE please check in IE - Help menu - About
Internet Explorer - Cipher Strength. (encryption at 128-bit is included in IE 5.5
or higher versions; free update available for IE 4 and IE 5). Contact your local
user support if you have any questions about the installed version of IE.

. To exchange information only up to and including the level of Eurojust

RESTRICTED.

. Eurojust will never ask the external user to communicate the password, but

may in exceptional circumstances request the user to change the password or
change the password and then notify the user. In either circumstance, the EJN
Secretariat will be informed.

. That the webmail account can be closed at request of the relevant Eurojust

internal authorizing body without prior warning.
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3 Using Eurojust webmail

3.1 Access

It is necessary to use Microsoft Internet Explorer version 5.5 or higher. Other
browsers are not supported.

Access to Eurojust web mail is possible via the following address, also known as URL

http://webmail.eurojust.europa.eu

The access page of Eurojust web mail is shown, below in Figure 1.

= Microsoft®

i Office Outlook'Web Access

Use Outlook Web Access Light
I want to change my password after logging on

creleration Server

= W Microsoft

£y Office Outlook Web Access

e primary language for Mi ok \ This choice
& language the progr;

Figure 2
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3.1.1 Account Settings : Language

When logging in, the user is given an opportunity to select a language preference.

3.1.2 Warnings

You might get a pop-up like this one
before you see the login screen.

Just click OK here.

You will also get a pop-up like this
before you see the login screen. This
is a certificate given out by Eurojust.
The warning sign means that your
computer has no record of Eurojust
as a certifying authority.

Just click YES to proceed.
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Y'ou are about to view pages over a secure conhechion.
=

Arwy information you exchange with thiz zite cannot be
viewed by anypone elze on the Web.

Security Alert

[ In the future, do not show this warning

| 0K

Security Alert E|
A

|[ Mare Infa ]

Information you exchange with this zite cannot be viewed or
changed by otherz. However, there iz a problem with the zite's
gecuity certificate.

o

The zecurity certifizate waz izzued by a company you have
not chosen to trust. Wiew the certificate to determine whether
wou want ko trust the certifping authority.

The zecurty certificate date is vald.

The securty certifizate haz a valid name matching the name
of the page pou are byving bo view.

Do pou want to procesd?

|

Tez | [ Wiew Certificate

=
=]
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To log in you need to:
1. type in your user name -e.g. jsmith if your name were John Smith
2. type in the password
3. click on Log On button.

Remember that your password for the first login is made up of the first half you
choose (on the User Form) and the second half sent to you by post from Eurojust User
Support. E.g. you chose “ABxy” as first halve and you received “1%af”as second half,
then you have to type in "ABxy1%af”.

Please note that the domain and user name are not case sensitive, but the password
is.

4 Security guidelines

Although the communication line between the Eurojust’s email server and the client
computer is encrypted, users should be cautious when using the OWA (Outlook Web
Access) mail client.

The following measures should be taken when users are logging on public computers,
e.g. hotels lobbies, cyber cafés, public libraries, etc. Users should be aware that these
computers are most likely not controlled against malicious code or unauthorised
access.

Bellow are listed the most critical security related guidelines.

4.1 Logging off

This will ensure that your E-Mails cannot be read by other people who use the
computer after you. This is especially important if you use a computer in a public
location such as a library or an airport. To log off properly, click on the Logoff button.
You’ll find it in the top right corner of the toolbar on any screen within OWA:

1o
@: ~ [i&] httpssffwebmal aurojust europa.eufonali =01 & J[## | [eoog £l-
| Google |Gl shitpjiwebmal.eurojust. = 6o &2 B = | €% Bookmarks~ E0biocked | % Chark + o Autclink + | Autori] [ Sendtox (D settings~
| Ele Edt Wew Favortes Tools Hel

S 4 (@ Guest, P - Cutiook Web Access | | J B =

»
ﬂl@mmlmesw\mm

Mail & Inbox (466 Trems) @) Help

= 5 Guest, P Gnew - [H- B X @ & % Reply | (S@Replyto Al | (5 Forward
(4] calendar
92| Contacts

&/ Deleted Ttems (25) T
43 Drafts Arrange by: Date ~ Newestontop +

Li Office Outlook web Access
Connected to Microsoft Exchange

P - ¥ Ryarchive  gfRestore | @gDelete gBHep

[ mbox Today
[ Junk E-mail
L Notes
[[5) Outbox
[ RSS Fesds
[ sent Ttems
= [ Sync Issues =
| Tasks
[ Search Folders

=4 mail

7 calendar
&= contacts
=

] Tasks
Documents

=9 Public Folders Items || | ta50of 466 44 b bl

[ [T T T T [ @inteme [®i0% ~
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When accessing the OWA on the public computer it is recommended to

e clear the history file and

e delete all temporary files and

e cookies.
Open the Internet Options window on Tools menu and click appropriate buttons,
highlighted in red in the picture below.

General |Securit_l,J| F'rivac:yl Eonlentl Eonnectionsl Programsl Advancedl

—Home page
% r'ou can change which page to uze for your home page.
Addiess:

ge Current Uze Default Lz Blank

 Temporary Intemet files
Pages vou view on the Intermet are stored in a special folder

for quick wiewing later.
Settings... |

Delete Cookjes...

— History

The Hizstory folder contains links to pages you've visited, for
quick access to recently viewed pages.

Days to keep pages in histaory: |2D 3: Clear History ’
—

Colors... | Fonts. .. | Languages... | .&ccgssibilit_l,l...l

ok I Cancel | Apply |

Internet Explorer 6

General |Securitv I Privacy I Conkent I iZonnections I Programs I Advanced I

Horne page
/? To create home page kabs, type each address on its own line.
b =]
=

Use current | Use default | Use blank |

Browsing hiskory

’l_ Delete temporary files, history, cookies, saved passwards,
and web Form information.

Cooote.. ) oo |
——

Search

p Change search defaults, Settings |

Tabs
_hange how webpages are displayed in Settings |
tabs,

Appearance

Caolars | Languages | Fonts | accessibility |

[o]'8 I Cancel | Apply |
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Delete Browsing History

Temporary Internet Files

Copies of webpages, images, and media thak
are saved Far Faster wiewing,

Delete files. ..

.........

Cookies
Files stared on wour computer by websites to
sawve preferences such as lagin infarmation.

Delete cookies., .. {

History
Lisk of websites vou have visited,

Delete history.

Form data

Saved infarmation that you have byped inko Delete forms... A
Forms.,

Passwords

Fasswords that are automatically filled in when
voll log on ko a website you've presioushy:
wisited,

[ "
(Celete passwords

Delete Files

N

Are you sure vou want ko delete all
terporaty Internet Explorer Files?

Delete Cookies

N

x|

Are you sure you want to delete all cookies
in the Temporary Internet Files Folder?

Delete History

N

Are you sure you want ko delete your
history of visited websites?

Delete Form Data

N

Are you sure vou want ko delete
previously saved Form data?

Delete Passwords

Are you sure vou want ko delete all

fbout deleting browsing histary @Iete all... | )

) Close

previously saved Form passwords?

N

Internet Explorer 7

Alternatively, you can click on Delete all, which will carry out all of the above.

Delete Browsing History 5'

Are you sure you wank to delete all Internet
Explarer browsing history?

I also delete Files and settings stored by add-ons.

(=] w |

Delete Browsing History

x|

Are you sure you wank to delete all Internet

I 5 Explorer browsing histary?
< !v #lso delete files and settings stored by add-ons,:

Yes | No |

‘hat does this delste?

It is recommended that you also check the Also delete files and settings stored by
add-ons to ensure that there is nothing sensitive left on the computer.

Always close the Internet browser window when you have finished.

4.2 Working with attachments

When user receives a message with attached file and is logged on the public computer
it is not advised to open the attachment on this computer but rather save it on
portable memory device, e.g. a USB memory stick or floppy disk.

You can save attachment by crossing the file hame in the message and clicking the
right mouse button. On the menu select the “"Save target as” option and browse to
the device and folder where you would like to save the attached file.
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f,‘- Untitled Message - Windows Internet Explorer - | [m] ﬂ

| https:,l’,iwehmail.euro]ust.europa‘eu,i0WAf?ae=Item&a=0pen%¢=IPM.Note&id:RgAAAACrBMT66QI%ZFTSSQ%ZFrQ%ZFFFCVEwCPﬂ %
iaReply | C@Repytodl | (ZForwad | ¥ - - B & B X B e @ @

pri205@eurojust europa eu [pri205@eurojust europa. eu]

Sent: 11 November 2008 13:26
To: Guest, P
Attach [ 20081111132609359.0df (37 KB) [Cpen as Web Page]

This E-mail was sent from "PRT205™ (MP 5000).

Scan Date: 11.11.2008 13:26:08% (+0100)
Queries to: prt205@eurcjust.eurcpa.eu

|https:Uwehmai\‘Eumjust.aumpa.eu)’OWAJ‘?ae=ItEmB¢a=0pen&t’_l_l_l_l_l_lunknnwn Zone (Mixed) ‘ H100% - v

ff Untitled Message - Windows Internet Explorer —|O ZI
£ | https:,ifwehma\l.eurn]ust.eurnpa‘auJ‘OWAPaE=Item&a=OpEn&t=IPM‘NntE&ld=RgAAAACrBM?66QI%2FT5BQ"/BZFrQ"JoEFFFCVEwGﬂ %
ShReply  S@Replytodl | RBForwad | ¥ - M- S B X B e | @ @

pri205@eurojust.europa.eu [pri205@eurojust.europa.eu)

Senk: 11 November 2008 13:26
To: Guest, P
Attach j 20081111132609369.pd F52700

open
Open in Mew Tab

This E-mail was sent

Scan Date: 11.11.2008
Queries to: prt205@eur cut
Copy
Copy Shortcut
Paste:

Add ta Favarites. ..

Convwert link target to Adobe PDF
Conwert link karget bo existing PDF

|Cr| Google Search

Send To 3
Page Info 3
Properties

Unknown Zone (Mixed) L 100% -
A

Scan a downloaded file with an antivirus program before opening the file afterwards
on a computer in the office to avoid infecting the office network with viruses.

4.3 Safeguarding the portable memory device

The User should protect portable memory devices, where they store files to be
exchanged or received files. It is very easy to retrieve a deleted file from a portable
memory device, even after it has been reformatted. Therefore the best practice is to
use a dedicated device for carrying sensitive information and not leave it
unattended and or lend it to another person.
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4.4 Changing password

If users access OWA from public computers (for example at an airport or railway
station) it is recommended to change the password more often, ideally after every
OWA access from a public computer. However, the password should be changed on an

office computer as key logging software may have been installed on public computers
which record all keystokes.

Details of how to change your password are attached at Annex B.
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5 Technical Support to External Users

It is assumed that external users will always access Eurojust services from outside
Eurojust site through equipment provided by the national organisation. Therefore the
first point of contact for technical related issues should always be the Local Help Desk
of the user’s home organization.

Eurojust Help Desk will act as a second line support at the request of the National
Help Desk or the Eurojust National Desk.
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Annex A

How to change your password

e
97@ ~ |&] https: ffwebmail.cursjust. eurapa.cufouA] =1 & [[#1)[¢] [csoaie [2]-]
| Google |G- lsod & B - | €% ookmarksy Ehoblocked | ¥ Check v Autolick v ] futoil (s Sendtor 4 () settings~

J File Edit View Favorites Tools Help

»»
* ate goscar,o.—OutIDDKWeb Access J @ T - @ v
Web Access k2 [E Options |  car, 0. '| Log Off

Choose Options

/2 oscar, 0. - Dutlook Web Access - Windows Internet Explorer =8 ﬂ
W@ - IE https: i fwebmail eurojust, europa, eufOWwa/?ae=Cptions&opturl=Messaging j Q ["__t]@ IGUDg\e Pl :

| Google Go {2 Bf ~ | ¥ pockmerks~ Bhoblocked | W check + 8 autelink = - Auohl [ Sendtor 4 () settings

JElIe Edit Wiew Favorites Toaols Help

ﬁ & guscar, 0, - Qutlook Web Access J @ T - @ T ”

Log Off

Options [ save _ @ Help

Regional Settings

?k Change Password

Messaging
Speling Enter your existing password, type a new password, and then type it again to confirm it.
Calendar Options After saving, you may need to re-enter your credentials and log on again. You will be prompted by Outlook Web Access after your password has been

changed successfully.
Out of Office Assistant ns v

Aules Domain \user name: EUROIUST \ooscar
Old Password: [ |

E-Mail Security New Password: [ ] _

Confirm New Password: | |

Deleted Ttems

I
Version: 8.1.240.5

[ mail

5] calendar
8] contacts
1 Tasks

U pocuments
9 public Folders

Select Change Password

Type in your old password, your new password, your new password again in
the relevant boxes.

Click on Save.

= Microsaftt

Cic Office Outlook'Web Access

ed off from Outiook Web Access. We recommend

windows at this time.
Close Window

Click here to close this window.

ation Server

The system will then log you out. This is so that the password change can be
replicated across the other servers.
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Annex B

Comparison of national security classifications

EUROJUST classification

EUROJUST Top Secret

EUROJUST Secret

EUROJUST Confidential

EUROJUST Restricted

EUROPOL classification

EUROPOL Top Secret

EUROPOL Secret

EUROPOL Confidential

EUROPOL Restricted

WEU classification Focal Top Secret WEU Secret WEU Confidential WEU Restricted

Belgium Trés Secret Secret Confidentiel Diffusion restreinte
Zeer Geheim Geheim Vertrouwelijk Beperkte Verspreiding

Czech Republic PFisné tajné Tajné DGvérné Vyhrazené

Denmark Y derst hemmeligt Hemmeligt Fortroligt Til tjenestebrug

Germany Streng Geheim Geheim VS! - Vertraulich VS - Nur fiir den Dienstgebrauch

Estonia Taiesti salajane Salajane Konfidentsiaalne Piiratud

Greece Akpw¢ AnodppnTo AnoppnTo EunioTeuTIKO MepiopioPEVNC XPHONG

Spain Secreto Reservado Confidencial Difusion Limitada

France Trés Secret Défense? Secret Défense Confidentiel Défense Diffusion restreinte

Ireland Top Secret Secret Confidential Restricted

Italy Segretissimo Segreto Riservatissimo Riservato

Cyprus Akpw¢ AnodppnTo AnoppnTto EpnioTeuTIKO Mepiopiopevng Xprong

Latvia Seviski slepeni Slepeni Konfidenciali Dienesta vajadzibam

Lithuania Visiskai slaptai Slaptai Konfidencialiai Riboto naudojimo
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EUROJUST classification

EUROJUST Top Secret

EUROJUST Secret

EUROJUST Confidential

EUROJUST Restricted

Luxembourg Trés Secret Secret Confidentiel Diffusion restreinte
Hungary Szigoruan titkos! Titkos! Bizalmas! Korlatozott terjesztés(!
Malta L-Ghola Segretezza Sigriet Kunfidenzjali Ristrett
Netherlands STG Zeer Geheim STG Geheim STG Confidentieel

Austria Streng Geheim Geheim Vertraulich Eingeschrankt
Poland Sciéle Tajne Tajne Poufne Zastrzezone
Portugal Muito Secreto Secreto Confidencial Reservado
Slovenia Strogo tajno Tajno Zaupno Interno

Slovakia Prisne tajné Tajné DoOverné Vyhradené

Finland Erittdin salainen Erittdin salainen Salainen Luottamuksellinen
Sweden Kvalificerat hemlig Hemlig Hemlig Hemlig

United Kingdom Top Secret Secret Confidential Restricted

(1) Germany: VS = Verschlusssache.

(2) France: the classification 'Trés Secret Défense’, which covers governmental priority issues, may be changed
only with the Prime Minister's authorisation.
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Practical classification guide

Users are advised to refer to their national classification system and guidelines and to the table in Appendix providing the comparison of
national security classifications

Classification When Who Markings Downgrading/Declassification/Destruction
Who When
The compromise of assets marked Member States: The Declassification and Surplus copies
EUROJUST RESTRICTED would be . classification downgrading rests and documents
glég_lc_)é:JgTED likely to: Eﬁgﬁéﬁsted ost- EUROJUST solely with the no longer
) P RESTRICTED originator, who shall needed must be
holders . .
(originators) shall be applied inform of the change destroyed
This - adversely affect diplomatic relations [SIIgI(Z)] to EUROJUST any subsequent [SVII(24)(c) and
classification - cause substantial distress to ) RESTRICTED addressees to whom (26)].
will be applied individuals documents by they have sent or

to information
and material
the
unauthorised
disclosure of
which could be
disadvantageou
s to the
interests of
Eurojust, of the
European
Union or of one
or more of its
Member
States.

make it more difficult to maintain
the judicial effectiveness or security
of Member States or other
contributors' forces

cause financial loss or facilitate
improper gain or advantage for
individuals or companies

breach proper undertakings to
maintain the confidence of
information provided by third parties
breach statutory restrictions on
disclosure of information
disadvantage Eurojust, the EU or
Member States in commercial or
policy negotiations with others
impede the effective development or
operation of EU policies or
undermine the proper management
of Eurojust and its operations.

Originators shall
specify a date or
period when the
contents may be
downgraded or
declassified.
Otherwise they
shall keep the
documents under
review every three
years at the latest,
in order to ensure
that the original
classification is
necessary
[SIII(10)].

mechanical or
electronic
means

[S1I(6)(a)].

The Eurojust
classifications
shall appear at
the top and
bottom centre
on each page
and each page
shall be
numbered. Each
document shall
bear a
reference
number and a
date [SVII(D)].

copied the document
[SIII(9)].

EUROJUST
RESTRICTED
documents shall be
destroyed by the
holder of the

documents [SVII(26)].
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