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External User Form : EJN    



Instructions for use

1. This Form will be sent by e-mail to the person selected to be one of the external users of the EJN Secure Network Connection.

2. The external user fills in electronically Section 1, 2 and 3 of the Form. Please DO NOT handwrite these sections or errors are likely to happen in the account creation.
With regard to Section 3, please note that the temporary password to be used for the first login will be created joining two halves, one created by the user themselves, the other by Eurojust ICT User Support. Both halves will be 4 characters long and will be combined to create one password of 8 characters long. 
a. The external user chooses the first half and memorises it. Note that password is case sensitive, the characters o (oscar) and l (lima) are to be avoided to exclude mixing up with number zero and capital letter I (india), avoid also any part of your name (e.g. “john” is not acceptable) as well as accented and non-Latin letters.

b. The external user types the first password half in section 3. 

3. The external user prints the form, and then Section 4 is filled in and signed by the external user.

4. The external user posts or faxes the Form to the Secretariat of the EJN, at the address:
EJN Secretariat                        FAX Number: +31 (0) 70 412 5570
Maanweg 174
2516 AB The Hague
The Netherlands   
5. The form received at the Secretariat of the EJN will be reviewed by the EJN Secretary. After that the EJN Secretary signs it to confirm:

a. the contact details where ICT User Support should send the account credentials, including the second half of the password.

b. the request of account creation.

6. When signed by the EJN Secretary the form is forwarded to ICT User Support.

7. The ICT User Support officer creates the account.

8. The ICT User Support officer prints and seals in one envelope:

a. the Internet address of the login page of Eurojust email;

b. the user name;

c. the second half of the temporary password.
9. ICT User Support sends the envelope to the address of the external user noted in Section 2 of the form, then forwards a copy of the completed form to the EJN Secretary.

10. Upon receiving the envelope, the user shall perform the first login:
a. User connects to the internet address of Eurojust email, contained in the envelope;

b. User inputs the user name contained in the envelope, for example jsmith if his name was John Smith;

c. User inputs the temporary password, by typing the first half personally chosen and then the second half contained in the envelope (the two halves are combined to make up one word, without space in between).

11. Upon the first successful login, user is immediately required to choose a new password, at least 8 characters long and which contains at least three of the following character types: capital case letters, lower case letters, numbers, special characters (e.g. ABcd123*).

12. The original completed form is kept for the files of ICT User Support. 

13. After termination of account any copy will be shredded by the EJN Secretary.

14. The original form will be retained by ICT User Support until 5 years after expiration or termination of the account.
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ALL FIELDS IN THE FORM ARE MANDATORY, 
UNLESS MARKED WITH #
1. EXTERNAL USER PERSONNEL INFORMATION 

	Last Name
	
	First Name
	


Are you a member of Eurojust’s Member State Connection (YES or NO):  

2. CONTACT DETAILS
Please use international prefix starting with + for phones/fax, e.g. +31704125000
	Address 
	

	Post code 
	
	City
	

	Country
	
	Phone
	

	Fax #
	
	Mobile phone #
	

	Email address from home authority
	


3. FIRST HALF OF THE PASSWORD
The first half of the password defined by the user must be 4 chars long, a combination of letters and/or numbers easy to remember. Password is case sensitive! Please avoid: letters o (oscar), l (lima), any part of your name (e.g. “john” is not acceptable), accented and non-Latin letters.
	First half of the password defined by the user:
	


4. AGREEMENT
(to be filled in and signed by external user, see points 5.a to 5.j at page 2 of this form).

	Name:
	

	Date:
	

	Handwritten Signature:
	


5. EJN Secretary CONFIRMATION
The EJN Secretary will review section 1, 2, and 3, sign and pass on to ICT User Support for the next step in the workflow.
Review is very important to confirm identity and contact details of the user.
	EJN Secretary: 
	

	Member State:
	

	Date:
	

	Handwritten Signature:
	

	Date of delivery to ICT User Support:
	


___________________________________________________________________
6. USER ACCOUNT CREATION - DELIVERY CONFIRMATION TO EJN Secretary 
The required account is created and the second halve of the password was sent to the external user address provided in Section 2 above.

	User Logon name:
	

	User Display name:
	


	ICT User Support officer name:
	

	Date of delivery of a copy to the EJN Secretary:
	

	Handwritten Signature:
	


___________________________________________________________________​​​​​​​​​​​​​​​​​_________________
ICT User Support shall deliver copy of the completed original form to the EJN secretariat.

The original will be kept in the files of ICT User Support.

___________________________________________________________________ _________________
USER AGREEMENT





The personal and contact details on this form are collected to give ICT User Support basic identity information about the user and the EJN Secretary requesting the account.


In accordance with the data protection rules, external users will have access upon request to personal information provided by him/her to, and held by, ICT User Support and the relevant National Desk.


In accordance with the requirement to hold such data for up to five years after termination of account, Eurojust ICT User Support will retain such data. The EJN Secretary will purge such data from its records immediately following such termination making Eurojust ICT User Support the sole custodian of personnel related information upon termination of account.


Upon termination of the account, the mailbox and its contents will be deleted.


By signing point 4 “Agreement”, the external user agrees:


To keep secret and strictly personal the web mail login page address (URL), the given user name and the password.


To abide to the security rules defined by Eurojust, e.g. password format.


To notify the EJN Secretary and their national EJN IT Tools Correspondent immediately should any suspicion arise that the login page address, username or password have been compromised or any attempt has been made to do so.


To notify the EJN Secretary of any changes to the contact information.


To access the webmail only by means of a version 5.5 or higher of Microsoft’s Internet Explorer (IE) browser (it enables 128-bit encryption).�Note: To verify the version of IE please check in IE - Help menu - About Internet Explorer - Cipher Strength. (encryption at 128-bit is included in IE 5.5 or higher versions; free update available for IE 4 and IE 5). Contact the user support of your organisation to solve any doubt about the installed version of IE.


To exchange information only up to and including the level of Eurojust RESTRICTED. 


Not to comply or reply to any password change request received.�Eurojust will never ask the external user to change/communicate the password.


That the webmail account can be closed at request of the EJN Secretary without prior warning.
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